OBLON,SPIVAK, ETAL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al 
SHEET J OF96__ 




OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 2 OF 96 



FIG.2 PRIOR ART 



S100KV 



S1002^U 



SELECT DOCUMENT RLE 
WHICH USER ACCESSES 



DETECT APPLICATION 
RELATED TO SHELL PROGRAM 



START APPLICATION BY 
S1003O_J PASSING DOCUMENT RLE NAME 
TO DETECTED APPLICATION 



APPLICATION READS AND 
S1004--\J DISPLAYS DOCUMENT RLE 

BASE ON RECEIVED INFORMATION 



FIG.3 



ENCAPSULATE 
DOCUMENT 



DOCUMENT 
INFORMATION 



OPERATING 
PROGRAM 



START 



^1/23 



-"U-21 



^U-22 



START PROGRAM 



n^24 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et a!. 
SHEET OF_96__ 



FIG.4 



S3^ 



USER SELECTS ENCAPSULATED 
DOCUMENT FILE TO BE ACCESSED 



DETECT ENCAPSULATED DOCUMENT 
START PROGRAM RELATED TO SHELL 



PROVIDE RLE ENCAPSULATED 
DOCUMENT RLE NAME TO 
ENCAPSULATED DOCUMENT START 
PROGRAM TO START START PROGRAM 



S40^ PROGRAM 



S5^U 



ENCAPSULATED DOCUMENT START 

STARTS OPERATING PROGRAM 
IN ENCAPSULATED DOCUMENT FILE 



OPERATING PROGRAM DISPLAYS 
INFORMATION RETAINED IN 
ENCAPSULATED DOCUMENT 



FIG.5 



ENCAPSULATED 
DOCUMENT 



DOCUMENT 
ARRANGEMENT 
INFORMATION 



TEXT 
INFORMATION 



MEDIA 
INFORMATION 



PROGRAM 



-U^21b1 



^V^21b2 



^L^22 



OBLON, SPI VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 4 OF 96 



FIG.6 

31 

INDEX 

RLE 1 
FILE 2 
FILE 3 
R LE 4 



FIG.7 

31 

? 

HEADER 
FILE 1 

HEADER 
FILE 2 

HEADER 
FILE 4 



OBLON, SPI VAK, ET AL 
DOCKET 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 5 OF 96 



FIG.8 

22 



PROGRAM 



BASIC 
PROGRAM 



EXTENDED 
PROGRAM 



EXTENDED 
PROGRAM 



EXTENDED 
PROGRAM 



^U-22a 




22b 



FIG.9 



41 



43 



22b 

_2_ 



22b 1 



42 

2. 



OPERATION 



TEXT DISPLAY 



EXTENDED PROGRAM 



TEXT PANEL 



7 



CORRESPONDING TAG 



TEXT 



STATIC IMAGE 
DISPLAY 



IMAGE PANEL 



IMAGE 



DYNAMIC IMAGE 
DISPLAY 



3D DISPLAY 



MOVIE PANEL 



3D PANEL 



MOVIE 



3D 



22b2 22b3 22b4 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 6 OF 96 



FIG.10 



<DOCUMENT> 



X TAG 

<TEXT> MINUTES < TEXT/> 
\ 



ELEMENT CONTENTS 



<TEXT FILE="TEXT.TEXr V> 



ATTRIBUTE 



<IMAGE FILE-IMAGE.JPG X= 100" Y= 10" 
WIDTH="100" HIGHT="100"/> 
</DOCUMENT> 



FIG.11 



DISPLAY 
DOCUMENT^ 



DOCUMENT 
CONTENTS 




IMAGE.JPG 



OBLON, SPIVAK, ETAL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET _7_ O F 96 



FIG.12 



ENCAPSULATED 
DOCUMENT 



DOCUMENT 
STRUCTURE 
FILE 



^U/21a 



CONTENTS FILE ^\^21b 



lAUXIUARY OPERATING 
PROGRAM 



BASIC OPERATING 
PROGRAM 



START 



^U^22b 



^U-22a 



START PROGRAM 0^24 



FIG.13 



sn-o^ 



S120^ 



S130_. 



S140_^ 



START PROGRAM STARTS 
BASIC OPERATING PROGRAM 



BASIC OPERATING PROGRAM 
READS DOCUMENT STRUCTURE RLE 



READ CONTENTS FILE ACCORDING TO 
DOCUMENT STRUCTURE FILE 



ARRANGE AND DISPLAY CONTENTS RLE 
ACCORDING TO DOCUMENT STRUCTURE RLE 



OBLON, SPIVAK, ETAL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 8 O F 96 



FIG. 14 



PRODUCE DOCUMENT INFORMATION 
TO BE ENCAPSULATED 



COMPUTE FEATURE AMOUNT OF 
DOCUMENT INFORMATION 



ENCAPSULATE DOCUMENT INFORMATION 
AND FEATURE AMOUNT 



ENCRYPT DOCUMENT INFORMATION 
S240_J AND FEATURE AMOUNT ENCAPSULATED 

WITH PRIVATE KEY 



S25^U 



DISTRIBUTE ENCRYPTED 
ENCAPSULATED DOCUMENT 



FIG.15 



S310^ 



ACQUIRE ENCRYPTED 
ENCAPSULATED DOCUMENT 



S32-n^ 



DECRYPT ENCRYPTED ENCAPSULATED 
DOCUMENT WITH PUBLIC KEY AND 
ACQUIRE DOCUMENT INFORMATION 
AND FEATURE INFORMATION 



S330^ 



COMPUTE FEATURE AMOUNT 
FROM DECRYPTED INFORMATION 



S34^ 



COMPARE COMPUTED FEATURE AMOUNT 
WITH DECRYPTED FEATURE AMOUNT 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 9 OF 96 



FIG.16 



S42^U 



PRODUCE DOCUMENT INFORMATION 
TO BE ENCAPSULATED 



COMPUTE FEATURE AMOUNT OF 
DOCUMENT INFORMATION 



S43^ 



DECRYPT DOCUMENT INFORMATION AND 
FEATURE AMOUNT WITH PRIVATE KEY 



ENCAPSULATE PUBLIC KEY AND 
S44-n^| ENCRYPTED DOCUMENT AND 

FEATURE AMOUNT 



DISTRIBUTE ENCRYPTED 
ENCAPSULATED DOCUMENT 



FIG. 17 



S5i-n^ 



S52^U 



S53-n^ 



ACQUIRE ENCRYPTED 
ENCAPSULATED DOCUMENT 



DECRYPT ATTACHED PUBLIC KEY 
WITH PUBLIC KEY OF THIRD PARTY 



I 



DECRYPT ENCRYPTED DOCUMENT 
INFORMATION AND FEATURE AMOUNT 
WITH DECRYPTED PUBLIC KEY 



S54-~U 



I 



COMPUTE FEATURE AMOUNT 
FROM DECRYPTED INFORMATION 



S550^ 



COMPARE COMPUTED FEATURE AMOUNT 
WITH DECRYPTED FEATURE AMOUNT 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 10 OF 96 



FIG.18 



ENCAPSULATED DOCUMENT 
PRODUCING AND 
EDITING APPARATUS 



-0^51 



ENCAPSULATED DOCUMENT 
PRODUCING AND EDITING MEANS 



ENCRYPTED PUBLIC KEY 



RLE FOR RETAINING 
DECRYPTED OPERATING PROGRAM 
AND FEATURE AMOUNT 



FIG.19 



S610^ 



S62^ 



USER EDITS CONTENTS OF DOCUMENT 




f 


PRODUCE RLE TO BE ENCAPSULATED FROM 
PRODUCING AND EDITING INFORMATION 


. 1 


f 



S63^ 



ENCAPSULATE PRODUCED RLE, 
ENCRYPTED KEY RETAINED IN ENCAPSULATED 
DOCUMENT PRODUCING APPARATUS, 
ENCRYPTED OPERATING PROGRAM 
AND RLE OF FEATURE AMOUNT 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 11 OF 96 



FIG.20 



63-"^ 



64 

2. 



ENCAPSULATE 
DOCUMENT 



DOCUMENT 
INFORMATION 



ENCRYPTED 
PUBUC KEY 



DECRYPTED OPERATING 
PROGRAM AND 
RLE RETAINING 
FEATURE AMOUNT 



65^U 



£ 



START PROGRAM 



FIG.21 



67^^ DECRYPTING MEANS 



68' 



65 

2 



START PROGRAM 



READING MEANS 



OPERATING PROGRAM 
STARTING MEANS 



! THIRD PARTY 
69^Uj AUTHENTICATION 

I AUTHORITY PUBLIC KEY 



OBLON, SPIVAK, ET AL 
DOCKET U: 246897US2 
1NV: Akira SUZUKI, et al. 
SHEET 12 OF 96 



FIG.22 



S71^ 



S72^U 



S73^U 



S74^ 



S75^U 



READ ENCRYPTED PUBLIC KEY 
IN ENCAPSULATED DOCUMENT 



DECRYPT ENCRYPTED PUBLIC KEY 
WITH PUBLIC KEY OF THIRD PARTY 



READ SIGNED ENCRYPTED 
OPERATING PROGRAM 



DECRYPT SIGNED ENCRYPTED 

OPERATING PROGRAM 
WITH DECRYPTED PUBLIC KEY 



I 



START DECRYPTED 
OPERATING PROGRAM 



FIG.23 



70^\^ 



71-n^ 



65 

2_ 



START PROGRAM 



READING MEANS 



DECRYPTING MEANS 



OPERATING PROGRAM 
STARTING MEANS 



SIGNATURE 
INFORMATION 
RETAINING MEANS 



DISPLAY MEANS 



OBLON, SPIVAK, ETAL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET J3_OF96__ 



FIG.24 



c 



START 



S81 



I 



J 



READ ENCRYPTED PUBUC KEY 
IN ENCAPSULATED DOCUMENT 



DECRYPT ENCRYPTED PUBLIC KEY 
WITH PUBLIC KEY OF THIRD PARTY 



S83 




YES 



REFER TO SIGNATURE INFORMATION 
OF DECRYPTED PUBLIC KEY 



S85 



YES 



S86^l^ 




INQUIRE BY DISPLAYING 
SIGNATURE INFORMATION 



S87 



S88^^ 




NO 



S89-^ 



ADD SIGNATURE INFORMATION 



READ SIGNED ENCRYPTED 
OPERATING PROGRAM 

T 



S90^o 



DECRYPT SIGNED ENCRYPTED 

OPERATING PROGRAM 
WITH DECRYPTED PUBLIC KEY 



S91 




YES 



S92^\_^ 



START DECRYPTED 
OPERATING PROGRAM 



✓S93 



UNFAIR ACT PROCESS 



( END ) 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET J4_OF_96_ 



FIG.25 



KINDS OF OPERATION RIGHTS 


MODES OF OPERATION RIGHTS 


READ FILE IN 

ENCAPSULATED DOCUMENT 


X 


o 


o 


O 




READ FILE IN COMPUTER 


X 


X 


O 


O 




READ AND WRITE RLE IN 
ENCAPSULATED DOCUMENT 


X 


X 


X 


O 




READ AND WRITE FILE IN COMPUTER 


X 


X 


X 


X 




RECEIVE PACKET OF NETWORK 


X 


X 


X 


X 




TRANSMIT PACKET OF NETWORK 


X 


X 


X 


X 





FIG.26 



URL DESCRIPTION 
PART 



ENCAPSULATED 
DOCUMENT 



DOCUMENT 
INFORMATION 



ENCRYPTED 
PUBLIC KEY 



ENCRYPTED 
OPERATING PROGRAM 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
1NV: Akira SUZUKI, et al. 
SHEET 15 OF 96 



FIG.27 

73 



START PROGRAM 
INSTALL PART 



START PROGRAM ^\_^65 



INSTALL PROGRAM 



ENCAPSULATED 
DOCUMENT 



DOCUMENT 
INFORMATION 



ENCRYPTED 
PUBUC KEY 



ENCRYPTED 
OPERATING PROGRAM 



FIG.28 



' 2 ' 



OFFSET 1 



OFFSET 2 



URL DESCRIPTION PART 



ENCRYPTED PUBUC 
KEY INFORMATION 



ENCRYPTED 
OPERATING PROGRAM 



DOCUMENT INFORMATION 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, ct al. 
SHEET 16 O F 96 



FIG.29 

64 



ENCRYPTED 
DOCUMENT INFORMATION 



BASIC OPERATING 
PROGRAM 



AUXILIARY OPERATING 
PROGRAM 



^L^22b 



DOCUMENT INFORMATION 
DECRYPTING PROGRAM 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
1NV: Akira SUZUKI, et a!. 
SHEET 17 OF 96 



FIG.30 



c 



START 

I 



S101 



READ DECRYPTED PUBLIC KEY 
IN ENCAPSULATED DOCUMENT 



I 



S102--\^ 



DECRYPT ENCRYPTED PUBLIC KEY 
WITH PUBLIC KEY OF THIRD PARTY 




S104^\^ 



READ SIGNED ENCRYPTED 
OPERATING PROGRAM 



DECRYPT SIGNED 
S105-nJ ENCRYPTED OPERATING PROGRAM 
WITH DECRYPTED PUBLIC KEY 



S108^l^ 




DECRYPT 
DOCUMENT INFORMATION 



S109 



UNFAIR ACT PROCESS 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 18 OF 96 



FIG.31 



S111 




START BASIC 
OPERATING PROGRAM 



) 



S1 1 PRODUCE DISPLAY WINDOW 



S113--U READ ARRANGEMENT INFORMATION 
S114^\ 



S11 



S11 



S119^l^ 



S121 



ANALYZE TAG 



START EXTENDED 
OPERATING PROGRAM 



S116 



reading of 
Arrangement information: 
completed? 

YES 



NO 



ANALYZE ATTRIBUTE 






f 


READ MEDIA INFORMATION 




i 


r 


DISPLAY INFORMATION 






pi 1 




OBLON, SP1VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET J9 OF 96 



FIG.32 



KINDS OF MEDIA 


EXTENDED 
OPERATING PROGRAM 


MOTION JPEG 


MJ PANEL 


MPEG 2 


MP PANEL 


WINDOWSAV1 


AV PANEL 







FIG.33 



22b 



EXTENDED 
OPERATING PROGRAM 



81 

2 



DISPLAY PROGRAM 



! AUXILIARY 
[OPERATING PROGRAM 




82 

2. 



FUNCTIONAL 
OPERATING PROGRAM 



AUXILIARY 
OPERATING PROGRAM! 




OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 20 O F 96 



FIG.34 



FIG.35 

<DOCUMENT> 



<PAGE> 
</DOCUMENT> 



FIG.36 



INFORMATION DISPLAY 
PROGRAM 




READ INFORMATION 




1 




ENCODE AUXILIARY 
PROGRAM 








DISPLAY AND 
REPRODUCTION 
OF INFORMATION 





OBLON, SPI VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, etal. 
SHEET _21_ OF96__ 



FIG.37 



DISPLAYED DOCUMENT 91 



I 

















USER 
OPERATION 




FIG.38 



DISPLAYED DOCUMENT 101 

I 




104 



102 104 



USER 
OPERATION 




OBLON, SP1VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 22 OF 96 



FIG.39 



DISPLAYED DOCUMENT 1 1 1 




USER 
OPERATION 



FIG.40 



DISPLAYED DOCUMENT 121 



INTERVIEW 



USER 
OPERATION 



OBLON, SP1VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET _23__ OF_96 — 



FIG.41 



22a 



BASIC 
OPERATING 
PROGRAM 



START 



ARRANGEMENT 
INFORMATION 
RLE 



21a 



22b 



EXTENDED 
OPERATING 
PROGRAM 

A 



DIGITAL 
INFORMATION 
RLE 



22b 



EXTENDED 
OPERATING 
PROGRAM 

A 



DIGITAL 
INFORMATION 
RLE 



22b 



EXTENDED 
OPERATING 
PROGRAM 



USER 

OPERATION 



FIG.42 



PRG 1 RANGE 

PRG2 
RANGE 

X 



PRG 3 RANGE 



OBLON.SPIVAK, ET AL 
DOCKET #: 246897US2 
1NV: Akira SUZUKI, et al. 
SHEET 24_ OF 96_ 





OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, etal. 
SHEET 25 OF 96 



FIG.44 



USER 



START 
INSTRUCTION 



OS 



READ 



T 



RECORDING 
MEDIUM 



PROGRAM 
CODE 



MEMORY 



DEVELOP, START 



PROCESS 



FIG.45 



23 



ENCAPSULATED DOCUMENT 



DOCUMENT INFORMATION RLE 
DOCUMENT INFORMATION RLE 



OPERATING PROGRAM RLE 
OPERATING PROGRAM RLE 



— v>22 



FEATURE AMOUNT RETAINING RLE 

\ FE AT U RE~ AM O U NT "6 F "\ 

! ENCRYPTED OPERATING PROGRAM ! 

I j 

I" FE ATU RE" AM O U NT~6 F """""""j 

! ENCRYPTED OPERATING PROGRAM 1 

I j 



-25 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
1NV: Akira SUZUKI, et al. 
SHEET _26__ OF_96 — 

FIG.46 



( START ) 







r 


S201-^ 


PRODUCE 
DOCUMENT INFORMATION FILE 






f 


S202--^ 


PRODUCE OPERATING PROGRAM RLE 






f 


S203^\^ 


COMPUTE FEATURE AMOUNT OF 
DOCUMENT OPERATING RLE 






f 


S204^v- 


PRODUCE PRIVATE KEY 
AND PUBLIC KEY 






f 


S205^\^ 


ENCRYPT FEATURE AMOUNT 
WITH PRIVATE KEY 






f 


S206-^ 


SAVE ENCRYPTED FEATURE AMOUNT 
IN FEATURE AMOUNT RETAINING RLE 






f 


S207^l^ 


ENCAPSULATE 
DOCUMENT INFORMATION FILE, 
OPERATING PROGRAM RLE AND 
FEATURE AMOUNT RETAINING RLE 






r 



t 

( END ) 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 27 OF 96 



CM 



CD 



\ 

x 

CO 

6. 

II 

X 

I- 
tr 
o 
o 



o 

I 

cr 
o 



o 



a 8 

LL t- 

t I 

< yj 

UJ 

cr 

3 



< 

cr 
o 
o 
cr 

CL 
O 



Q 
O 

cr 

Q_ 



LU 

ZD 
O 

o 



Q. 

I 
o m 
z c 

< 



S 

o 
o 
cr 



s 

LU 
Q_ 
O 



S 

o 
o 
cr 

Q_ 

O 



00 
C/5 
LU 
O 
O 
< 



LU 
O 

o 



II II 

LU * LU 

s 'A ^ 

< & < 



Q 
CD 



< 

cr 
o 
o 
cr 
o_ 

o 
z 

cr 

LU 
Q_ 

o 



< 
cr 
o 
o 
cr 

Q_ 

o 



II 



o 



< 
cr 
o 
o 
cr 
o. 

o 



cr b 



LU ^ 



s | s 

K g K 

o ^ o 



II 
u 



© 
Q. 

i2 

1 

CD 
CO 
(U 
-M 
0) 
CO 

\ 
Q 

m 



n 



< 

LU 

q: 

ID 

< 

LU 



o 
o 
cr 



< 
o 
C 
2 



< 
cr 

LU 
Q_ 
O 



LU 



< 

cr 
o 
o 
cr 
o_ 

o 



ii 

o 
cr 



0) 
CO 

Q. 

CO 

3 



CD 
"CD 



LU \ 
Q_ 
O 



a 
m 



CO ^ CO 



< 

cr 
o 
o 
cr 

Q. 

o 



< 
cr 

LU 
Q_ 

o 

V 



ZD 

o 



LU 

cr 

ZD 



2 

O 
O 

cr 

Q_ 

a 



a 
o 
cr 
o_ 

UJ 

cr 
o 
55 

ZD 

s 

II 

LU 



O 
CO 



O 
O 

cr 

CL 

o 



CD 

•4- 

co 

N 

w 

o b 
m 

o ^ 

OO 

< »' 

cr i- 
o z 

o ZD 

cr o 
Q. 2 

a < 

Z LU 

F tr 
cr b 

v 



LU 



o 
< 

LU 

cr 

I— 
< 

LU 
U_ 

\ 
V 



OBLON, SPI VAK, ET AL 
DOCKET #;246897US2 
INV: Akira SUZUKI, etal. 
SHEET 28 O F 96 



FIG.48 



( START ~) 



1 


f 




ACQUIRE DISTRIBUTED ENCAPSULATED 
DOCUMENT RLE AND PUBUC KEY 


^u-S211 




r 




DECRYPT ENCRYPTED FEATURE 
AMOUNT OF OPERATING PROGRAM 
IN ENCAPSULATED DOCUMENT RLE 
WITH ACQUIRED PUBLIC KEY 






f 




COMPUTE FEATURE AMOUNT OF 
OPERATING PROGRAM 


^L^S213 




r 




COMPARE DECRYPTED 
FEATURE AMOUNT WITH 
NEWLY COMPUTED FEATURE AMOUNT 


^c-S214 




^U-S216 



S217 




YES 



EXECUTE OPERATING PROGRAM TO 
DISPLAY DOCUMENT INFORMATION RLE 




UNFAIR ACT 
REPORTING PROCESS 








1 


r 



( END ) 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
1NV: Akira SUZUKI, ct al. 
SHEET 29 OF 96 



FIG.49 



KINDS OF OPERATION RIGHTS 


MODES OF OPERATION RIGHTS 


A 


B 


C 


D 




READ FILE IN 

ENCAPSULATED DOCUMENT 


X 


O 


O 


O 




READ FILE IN COMPUTER 


X 


X 


O 


O 




READ AND WRITE RLE IN 
ENCAPSULATED DOCUMENT 


X 


X 


X 


o 




READ AND WRITE RLE IN COMPUTER 


X 


X 


X 


X 




RECEIVE PACKET OF NETWORK 


X 


X 


X 


X 




TRANSMIT PACKET OF NETWORK 


X 


X 


X 


X 





OBLON, SP1VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et ai. 
SHEET 30 OF 96 



CSJ 



LO 

d 



I 

00 

s 

II 



< 
cr 

o 
o 
cr 

Q_ 

a 

o 
=) 
o 
o 
cr 
a. 



o 
o 



5c * 
o I" 

a lu 



n 



a 
o 
cr 
a. 

o 



00 
CO 
LU 

o 
o 
< 



uu 

ID 
o 
o 

Q 

II 

LU 



o 

cr 
o 



o 

5 



< 1 

cr 3 

Q_ £ 

O CD 

M 

Or 5 

O GQ 



00 
00 

CO 
CO 



^ II 



CO 

E 



O 

cr 

CL 

o 



^ ^— C30 " 



s 8 



O 



< 
< LU 



a 
o 
cr 

CL 

o 



o 

5 



LU 
0L 

o 

CM 



i— cr 
z o 

3 U_ 



LU 

cr 

LU 



cr b 



LU 

cr 



< 
cr 
o 
o 
cr 

uj o 



LU ^ 

V 



O 
m 

CL 



cr 

LU 
CL 

o 




LU 



< 
LU 

cr 

< 
LU 
LL. 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 31 OF96_ 



< 
X 

C/D 



s 

o 
o 



s 

a 
o 

DC 
CL 

a 



o 

a 
o 
a: 
a. 

h- 
z 

LU 

ZD 
O 

o 

Q 

II 

LU 



< < 



o 

g 

a: 
o 



Z> 

o 



LU 

cr 

LU 



3 
CL 

O 

o 

h- 
z 

o 



cr 

ZD 
LU 



LU \/ 
LU 



a 
o 
cr 

CL 

a 

i 

or 

LU 

o 



< 
cr 
a 
o 
cr 
o. 

a 



& 

LU 
CL 
O 




II 

o 



1 

CO 

CD 
< * 

CD 

CO 

II 



CO 
CO 
CD 
CD 

-o 

(0 

JO 

I 

s? 

N 

CO 



O 

g 

cr 
o 

LL. 



U. O 2 



< & 

LU ^ 

ID ° 

< m 

UJ 3 

LL. Q_ 



ZD 
O 



LU 

cr 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
1NV: Akira SUZUKI, et al. 
SHEET _32_OF96__ 



FIG.52 



ENCAPSULATED DOCUMENT 



DOCUMENT INFORMATION FILE 
DOCUMENT INFORMATION RLE 



21 



OPERATING PROGRAM RLE 
OPERATING PROGRAM RLE 



^v>22 



FEATURE AMOUNT RETAINING RLE 

FEATURE AMOUNT OF 
ENCRYPTED OPERATION PROGRAM 

FEATURE AMOUNT OF 
ENCRYPTED OPERATION PROGRAM 



..'25 



FEATURE AMOUNT OF 
DOCUMENT INFORMATION 



FEATURE AMOUNT OF 
DOCUMENT INFORMATION 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 33 OF 96 

FIG.53 



( START ) 







r 


S221-^ 


PRODUCE 
DOCUMENT INFORMATION RLE 






r 


S222-^- 


PRODUCE OPERATING PROGRAM 






r 


S223^l^ 


COMPUTE FEATURE AMOUNT OF 
OPERATING PROGRAM RLE 




i 


r 


S224---^ 


COMPUTE FEATURE AMOUNT OF 
DOCUMENT INFORMATION RLE 



I 



S225^o 


PRODUCE PRIVATE KEY 
AND PUBLIC KEY 




i 


f 


S226^v^ 


ENCRYPT FEATURE AMOUNT 
WITH PRIVATE KEY 






r 


S227^u. 


SAVE ENCRYPTED FEATURE AMOUNT 


IN FEATURE AMOUNT RETAINING RLE 






r 




ENCAPSULATE 


S228^l^ 


DOCUMENT INFORMATION FILE, 


OPERATING PROGRAM RLE AND 
FEATURE AMOUNT RETAINING RLE 




1 


r 



Q END ) 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 34 OF 96 



FIG.54 



c 



START 



3 



ACQUIRE DISTRIBUTED ENCAPSULATED 
DOCUMENT RLE AND PUBLIC KEY 



-L^S231 



DECRYPT ENCRYPTED FEATURE 
AMOUNT OF OPERATING PROGRAM 
IN ENCAPSULATED DOCUMENT RLE 
WITH ACQUIRED PUBLIC KEY 



-^S232 



COMPUTE FEATURE AMOUNT OF 
OPERATING PROGRAM 



0_^S233 



COMPARE DECRYPTED FEATURE 
AMOUNT OF OPERATING PROGRAM 
WITH NEWLY COMPUTED FEATURE 
AMOUNT OF OPERATING PROGRAM 



^--S234 




DISPLAY SIGNATURE INFORMATION 



-S236 



S237 




YES 



START DOCUMENT INFORMATION 
FILE VERIFICATION PROGRAM RLE 
IN OPERATING PROGRAM 



-^S238 



DECRYPT ENCRYPTED FEATURE 
AMOUNT OF DOCUMENT INFORMATION 
FILE IN ENCAPSULATED DOCUMENT 
FILE WITH ACQUIRED PUBLIC KEY 



-S239 



COMPARE DECRYPTED FEATURE 
AMOUNT OF DOCUMENT INFORMATION RLE 

WITH NEWLY COMPUTED FEATURE 
AMOUNT OF DOCUMENT INFORMATION FILE 



-n^S240 



S241 



S242^_ 




YES 



EXECUTE OPERATING PROGRAM TO 
DISPLAY DOCUMENT INFORMATION RLE 



( END ) 



/S243 



UNFAIR ACT 
REPORTING PROCESS 



OBLON,SPlVAK, ET AL 
DOCKET #: 246897US2 
1NV: Akira SUZUKI, ct al. 
SHEET ^5_- OF 96__ 



00 
00 
LU 
O 
O 



LU 



tr>fe<b 



d 

LL 



cr 
o 

gi 

<Z 
CLO 
Q P 
£< 

xo 

Z 
LU 
X 
H 

< 



3 

o 



LU 

tr 

3 



Z LU 

Eg 

olt 
oa. 
cr -r- 
clE 



LL O . Z . . 



LU 

1- 

CL 

o 
o 



LU I 

if 

Q o 

U- z 
O LU 



o 

p 

< LU 

z° 

uiO 

x £ 
i- Q- 

a o 



I— z 



z > 
O "J 

<o 

cr m 

op 
u_ a. 

ujO 
cr 

HQ 

< z 



O CO 
CO 



zgS 

O Q Z 

2 = 1 

cr ~ 
a 



Q tr DC 
cr 3 lu 

< CO 

E z oo 
u. 2 o 

OhO 

m 

QL< 



=>< 0- 

9olu 

Lu O 
XL Q 



CM 
CO 



CM 

in 

CM 

CO 



5>- 
< t 
°- cr 

Q O 

cr x 

^ < 

3 Z 
5°iI3 

S3 

LU 

00 



1 




UJ>-Oz< 



1 



LU 
—I 

c 

o 



cr 
o 



LU 

3 
O 

o 

Q 

LU 

o 

3 
O 

o 
cr 

CL 



< 

cr 
a 
o 
cr 
a. 

o 



1 



OS 

3 cr 

t; cr 
|E 

1° 
o 



CM 

CO 



3 

2 LU 

< 

LU LU 

s§ 

LU ^ 

£g 

LT ^ 
O 
Z . 
LU 




OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
1NV: Akira SUZUKI, ct al. 
SHEET _36_OF_96_ 



FIG.56 



c 



START 



ACQUIRE DISTRIBUTED ENCAPSULATED 
DOCUMENT RLE AND PUBLIC KEY OF 

DOCUMENT PRODUCER SIGNED BY THIRD 
PARTY AUTHENTICATION AUTHORITY 



^l^S261 



DECRYPT ENCRYPTED PUBLIC KEY 
INFORMATION OF DOCUMENT PRODUCER 
WITH PUBLIC KEY INFORMATION OF 
THIRD PARTY AUTHENTICATION AUTHORITY 



^L^S262 



VERIFY SIGNATURE INFORMATION 
DESCRIBED IN PUBLIC KEY 
OF DOCUMENT PRODUCER 



S264 




^u-S263 



YES 



DECRYPT ENCRYPTED FEATURE AMOUNT 
OF OPERATING PROGRAM IN 
ENCAPSULATED DOCUMENT WITH 
PUBLIC KEY OF DOCUMENT PRODUCER 



-L-S265 



COMPUTE FEATURE AMOUNT OF 
OPERATING PROGRAM 



--U-S266 



COMPARE DECRYPTED FEATURE AMOUNT 
WITH NEWLY COMPUTED FEATURE AMOUNT 



S268 




^-S267 



YES 



DISPLAY SIGNATURE INFORMATION 



^S269 



S27 



S27tx 




YES 



EXECUTE OPERATING PROGRAM TO 
DISPLAY DOCUMENT INFORMATION RLE 



^S27 2 



UNFAIR ACT 
REPORTING PROCESS 
1 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 37 O F 96 



FIG.57 

23 



ENCAPSULATED DOCUMENT 



DOCUMENT INFORMATION RLE 
DOCUMENT INFORMATION FILE 



OPERATING PROGRAM FILE 
OPERATING PROGRAM FILE 




OBLON, SP1VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, ct al. 
SHEET _38_ OF 96_ 



FIG.58 

( START 



READ FEATURE AMOUNT OF 
OPERATING PROGRAM RLE 
IN OPERATING PROGRAM 



I 



READ OPERATING PROGRAM FILE 
IN ENCAPSULATED DOCUMENT RLE 



COMPUTE FEATURE AMOUNT OF 
OPERATING PROGRAM RLE 



COMPARE COMPUTED FEATURE 
AMOUNT WITH FEATURE AMOUNT 
IN OPERATING PROGRAM 



S28 




YES 



^-S281 



-n--S282 



^^S283 



^V-S284 



EXECUTE OPERATING PROGRAM TO 
DISPLAY DOCUMENT INFORMATION RLE 




UNFAIR ACT 
REPORTING PROCESS 








1 


r 



c 



END 



J 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 39 OF 96 



FIG.59 



23 



ENCAPSULATED DOCUMENT 



DOCUMENT INFORMATION FILE 
DOCUMENT INFORMATION FILE 




OPERATING PROGRAM FILE 
OPERATING PROGRAM RLE 



FEATURE AMOUNT RETAINING FILE 

r FE ATU RE AM O UNT 6"f 

! ENCRYPTED OPERATION PROGRAM 

! ~ re ATURE AMO UNT OF 

! ENCRYPTED OPERATION PROGRAM 

I „ 




FEATURE AMOUNT 
VERIFICATION PROGRAM FILE 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, ct al. 
SHEET 40 OF 96 



FIG.60 

( START ) 



READ FEATURE AMOUNT OF 
FEATURE AMOUNT VERIFICATION 
PROGRAM RLE IN OPERATING PROGRAM 



-n^S291 



READ FEATURE AMOUNT OF 
FEATURE AMOUNT VERIFICATION 

PROGRAM RLE IN 
ENCAPSULATED DOCUMENT RLE 



^--S292 



COMPUTE FEATURE AMOUNT OF 
FEATURE AMOUNT VERIRCATION PROGRAM 



^-^S293 



COMPARE COMPUTED FEATURE 
AMOUNT WITH FEATURE AMOUNT 
READ FROM COMPUTER SO AS TO 
PERFORM TAMPER VERIRCATION 



^\^S294 






EXECUTE FEATURE AMOUNT 
VERIFICATION PROGRAM 






UNFAIR ACT 
REPORTING PROCESS 


1 






1 


r 



( END ) 



OBLON, SPIVAK, ETAL 
DOCKET #: 246897US2 
IN V: Akira SUZUKI, et al. 
SHEET _41_OF_96__ 

FIG.61 



( START ~~) 



1 


r 




READ OPERATING PROGRAM RLE AND 
ENCRYPTED FEATURE AMOUNT INFORMATION 
IN ENCAPSULATED DOCUMENT 


-\^S301 




r 




DECRYPT ENCRYPTED 
FEATURE AMOUNT WITH PUBLIC KEY 


^L^S302 




r 




COMPUTE FEATURE AMOUNT 
OF OPERATING PROGRAM FILE 


-^S303 




r 




COMPARE COMPUTED FEATURE 
AMOUNT WITH DECRYPTED 
FEATURE AMOUNT TO 
PERFORM TAMPER VERIFICATION 


^L^S304 



S30 



S30 6v ^ 




YES 



EXECUTE FEATURE AMOUNT 
VERIFICATION PROGRAM TO DISPLAY 
DOCUMENT INFORMATION RLE 



^ 

( END ) 



/S307 



UNFAIR ACT 
REPORTING PROCESS 



OBLON,SPIVAK, ETAL 
DOCKET Hi 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 42 Q F 96 



FIG.62 



CONTENTS FILE 



CONTENTS FILE 



CONTENTS FILE USE INFORMATION 



OPERATING PROGRAM 



OPERATING PROGRAM 

OPERATING PROGRAM 
(OPERATION VERIFICATION PROGRAM) 



OPERATING PROGRAM USE INFORMATION 



OBLON, SP1VAK, ET AL 
DOCKET 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 43 OF 96 



\ 

i 

o 

CO 
CO 




II 
a 

N 

! 

b 
m 

00 



O 



a: 

3 



tr 

ID 
O 

LU 
CO 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 44 OF 96 



FIG.64 



[APPLICATION PROVIDER] 



PRODUCE PRIVATE KEY 
AND PUBLIC KEY 

DISTRIBUTE ELECTRONIC DOCUMENT RLE COMPRISING 
PLURALITY OF OPERATING PROGRAMS, 
OPERATING PROGRAM USE INFORMATION, 
CONTENTS RLE AND CONTENTS FILE USE INFORMATION 
TO DOCUMENT PRODUCER 



n_^S401 



I 1 

DISTRIBUTION 

J L 



[DOCUMENT PRODUCER] 



ACQUIRE PUBLIC KEY 



ACQUIRE ELECTRONIC DOCUMENT RLE FROM 
APPLICATION PROVIDER, ADD DOCUMENT CONTENTS 
TO BE TRANSMITTED TO DOCUMENT ACCESSER TO 
CONTENTS RLE USING OPERATING PROGRAM, 
AND DISTRIBUTE ELECTRONIC DOCUMENT RLE TO 
DOCUMENT ACCESSER 



-O^S402 



r 



DISTRIBUTION 




[DOCUMENT ACCESSER] 



ACQUIRE PUBLIC KEY 



ACQUIRE ELECTRONIC DOCUMENT RLE AND PUBLIC KEY, 
DECRYPT OPERATING PROGRAM ENCRYPTED WITH 
PUBLIC KEY, AND ACCESS CONTENTS FILE BY EXECUTING 
OPERATING PROGRAM IF OPERATING PROGRAM IS NOT 
TAMPERED BY DOCUMENT PRODUCER 



"V/S403 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 



FIG.65 



| -APPLICATION PROVIDER - 






( START ) 
i 








PRODUCE PRIVATE KEY 
AND PUBLIC KEY 




^S411 


I 








PRODUCE OPERATING PROGRAM 
AND CONTENTS FILE 




^S412 


I 








DECRYPT PLURALITY OF 
OPERATING PROGRAMS WITH 
PRIVATE KEY 






i 








PRODUCE OPERATING PROGRAM 

USE INFORMATION, AND 
SAVE PUBLIC KEY INFORMATION 




^S414 


i 








PRODUCE CONTENTS RLE 
USE INFORMATION, IF NECESSARY 




^S415 


1. 








PRODUCE ELECTRONIC DOCUMENT FILE 
FROM DECRYPTED OPERATING PROGRAM, 
OPERATING PROGRAM USE INFORMATION, 
CONTENTS RLE AND CONTENTS FILE 
USE INFORMATION 




^S416 


V 

C END ) 







DISTRIBUTE PRODUCED ELECTRONIC 
DOCUMENT FILE TO DOCUMENT PRODUCER 



OBLON, SPIVAK, ET AL 

DOCKET #: 246897 US2 

INV. Akira SUZUKI, etal. 
SHEET _46 _ OF 9<j _ 



FIG.66 



ACQUIRE ELECTRONIC DOCUMENT RLE AND 
PUBLIC KEY FROM APPLICATION PROVIDER 



-DOCUMENT PRODUCER- 



( START ) 
I 



S421 



DECRYPT ENCRYPTED OPERATING 

PROGRAM WITH PUBLIC KEY 
INFORMATION SAVED IN OPERATING 
PROGRAM USE INFORMATION 




DESCRIBE DOCUMENT CONTENTS 
TO BE TRANSMITTED TO DOCUMENT 
ACCESSER IN CONTENTS FILE 

BY USING DOCUMENT PRODUCING 
PROGRAM IN OPERATING PROGRAM 



^1 



S423 



UNFAIR ACT PROCESS 



S425 



IF NECESSARY, 
DESCRIBE INFORMATION REGARDING 

USE LIMITATION WITH RESPECT 
TO CONTENTS IN CONTENTS RLE IN 
CONTENTS FILE USE INFORMATION 



( END 



DISTRIBUTE ELECTRONIC DOCUMENT FILE 
TO DOCUMENT ACCESSER 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 47 O F 96 



FIG.67 



ACQUIRE ELECTRONIC DOCUMENT FILE AND 
PUBLIC KEY FROM DOCUMENT PRODUCER 



-DOCUMENT ACCESSER- 



( START ) 
I 



S431 



DECRYPT ENCRYPTED OPERATING 

PROGRAM WITH PUBLIC KEY 
INFORMATION SAVED IN OPERATING 
PROGRAM USE INFORMATION 




S434 



EXECUTE OPERATING PROGRAM 
TO DISPLAY CONTENTS RLE 



S433 



UNFAIR ACT PROCESS 
I 



J[ 

( END ) 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
1NV: Akira SUZUKI, ct al. 
SHEET 48 OF96_^ 



FIG.68 



KINDS OF OPERATION RIGHTS 


MODES OF OPERATION RIGHTS 


READ RLE IN 

ENCAPSULATED DOCUMENT 


X 


o 


o 


O 




READ FILE IN COMPUTER 


X 


X 


O 


O 




READ AND WRITE RLE IN 
ENCAPSULATED DOCUMENT 


X 


X 


X 


O 




READ AND WRITE FILE IN COMPUTER 


X 


X 


X 


X 




RECEIVE PACKET OF NETWORK 


X 


X 


X 


X 




TRANSMIT PACKET OF NETWORK 


X 


X 


X 


X 





FIG.69 

^202 
DOCUMENT PRODUCER 




DOCUMENT ACCESSER 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: A kirn SUZUKI, et al. 
SHEET 49 OF 96 



APPUCATION PROVIDER 




FIG.70 

DOCUMENT PRODUCER 



202 




DOCUMENT ACCESSER 

V 

203 



FIG.71 



301^U 




304^ INPUT I/F 



309^ 



RAM 



n_^302 



HDD ^U-303 





DISPLAY I/F 




DISPLAY 


I ► 


< — ► 



306 



RECORDING 
IAPPARATUS 



308 



EXTERNAL 
I/F 



1 OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 50 OF 96 



FIG.72 



| — APPLICATION PROVIDER 






C START ) 








PRODUCE PRIVATE KEY AND PUBLIC KEY 
OF APPLICATION PROVIDER 




^S501 


i 








PRODUCE OPERATING PROGRAM 
AND CONTENTS FILE 




^S502 


* 








DECRYPT PLURALITY OF 
OPERATING PROGRAMS WITH 1 
PRIVATE KEY OF APPLICATION PROVIDER 




s — 'oOUo 


* 








PRODUCE OPERATING PROGRAM 

USE INFORMATION AND 
SAVE PUBLIC KEY INFORMATION 




^S504 










PRODUCE CONTENTS RLE 
USE INFORMATION, IF NECESSARY 




^S505 


i 








PRODUCE ELECTRONIC DOCUMENT FILE 
FROM ENCRYPTED OPERATING PROGRAM, 
OPERATING PROGRAM USE INFORMATION, 
CONTENTS RLE, CONTENTS RLE 
USE INFORMATION 




^S506 


(_ END ) 






DISTRIBUTE PRODUCED ELECTRONIC 







DOCUMENT RLE TO DOCUMENT PRODUCER 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SH EET _5L_ OF_96 — 



FIG.73 



ACQUIRE ELECTRONIC DOCUMENTS RLE AND 
PUBLIC KEY FROM APPLICATION PRODUCER 



-DOCUMENT PRODUCER- 



( START Y 
I 



S511 



DECRYPT ENCRYPTED OPERATING 
PROGRAM ENCRYPTED WITH PUBLIC KEY 
INFORMATION SAVED IN OPERATING 
PROGRAM USE INFORMATION 




S514 



PRODUCE PRIVATE KEY 

AND PUBLIC KEY OF 
DOCUMENT PRODUCER 



^S51 5 



DESCRIBE DOCUMENT CONTENTS 
TO BE TRANSMITTED TO DOCUMENT 

ACCESSER IN CONTENTS RLE BY 
USING DOCUMENT PRODUCING 
PROGRAM IN OPERATING PROGRAM 



S513 



UNFAIR ACT PROCESS 



^S51 6 



COMPUTE FEATURE AMOUNT 
CONTENTS RLE 



^S51 7 



SAVE INFORMATION OF FEATURE 
AMOUNT OF CONTENTS RLE WITH 
PRIVATE KEY OF DOCUMENT 
PRODUCER IN CONTENTS RLE 
USE INFORMATION 



( END ~~) 



DISTRIBUTE ELECTRONIC DOCUMENT FILE 
TO DOCUMENT ACCESSER 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akin» SUZUKI, et at. 
SHEET^2_O F96 



FIG.74 



ACQUIRE ELECTRONIC FILE AND 
PUBLIC KEY FROM DOCUMENT PRODUCER 

— DOCUMENT ACCESSER — 

( START ~) 

DECRYPT ENCRYPTED OPERATING 

PROGRAM WITH PUBLIC KEY 
INFORMATION SAVED IN OPERATING 
PROGRAM USE INFORMATION 




I ^S5 25 

EXECUTE DOCUMENT ACCESS 
PROGRAM IN OPERATING PROGRAM 
TO DISPLAY CONTENTS RLE 



C END ) 



OBLON, SPIVAK, ETAL 
DOCKETS 246897US2 
INV: Akira SUZUKI, et al. 
SHEET _53_ OF_96__ 



FIG.75 

-APPLICATION PROVIDER- 



( START 3 

T 



PRODUCE PRIVATE KEY AND PUBLIC KEY 
OF APPLICATION PROVIDER 



PRODUCE OPERATING PROGRAM 
AND CONTENTS RLE 



ENCRYPT PLURALITY OF 
OPERATING PROGRAMS WITH 
PRIVATE KEY OF APPLICATION PROVIDER 



I 



PRODUCE OPERATING PROGRAM 

USE INFORMATION, AND 
SAVE PUBLIC KEY INFORMATION 



I 



INSERT CONTENTS TO BE 
PROVIDED TO DOCUMENT PRODUCER 
INTO CONTENTS RLE 



ENCRYPT CONTENTS IN CONTENTS RLE 



SAVE DECRYPTION INFORMATION FOR 
DECRYPTING ENCRYPTED CONTENTS 
IN CONTENTS RLE USE INFORMATION 



PRODUCE ELECTRONIC DOCUMENT FILE 
FROM ENCRYPTED OPERATING PROGRAM, 
OPERATING PROGRAM USE INFORMATION, 
CONTENTS RLE AND CONTENTS FILE 
USE INFORMATION 



( E ND ) 



DISTRIBUTE PRODUCER ELECTRONIC 
DOCUMENT FILE TO DOCUMENT PRODUCER 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 54 OF 96 



FIG.76 



ACQUIRE ELECTRONIC DOCUMENT RLE AND 
PUBLIC KEY FORM APPLICATION PROVIDER 

JJ 

DOCUMENT PRODUCER 

( START ) 

I ^S5 41 

DECRYPT ENCRYPTED OPERATING 

PROGRAM WITH PUBLIC KEY 
INFORMATION SAVED IN OPERATING 
PROGRAM USE INFORMATION 




DECRYPT ENCRYPTED CONTENTS 
IN CONTENTS RLE IN ACCORDANCE 

WITH RESPONSE DECRYPTION 
INFORMATION SAVED IN CONTENTS 
RLE USE INFORMATION 



1 




z^S543 


UNFAIR ACT PROCESS 






DESCRIBE DOCUMENT CONTENTS 
IN CONTENTS RLE BY USING 
OPERATING PROGRAM AND 
DECRYPTED CONTENTS 





( END ) 



4 

DISTRIBUTE ELECTRONIC DOCUMENT FILE 
TO DOCUMENT ACCESSER 



OBLON, SP1VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 55 OF96__ 



FIG.77 



ACQUIRE ELECTRONIC DOCUMENT RLE AND 
PUBLIC KEY FROM DOCUMENT PRODUCER 



-DOCUMENT ACCESSER- 



( START ) 



S551 



DECRYPT ENCRYPTED OPERATING 

PROGRAM WITH PUBLIC KEY 
INFORMATION SAVED IN OPERATING 
PROGRAM USE INFORMATION 




S554 



EXECUTE OPERATING PROGRAM 
TO DISPLAY CONTENTS RLE 



-S553 



UNFAIR ACT PROCESS 
I 



J 

( END 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 56 OF 96 



FIG.78 



( START ~3 
I 



S561 



READ CONTENTS RLE 
USE INFORMATION 



S562 



SEND MAIL TO ADDRESS OF CONTENTS 

COPYRIGHT HOLDER SAVED 
IN CONTENTS FILE USE INFORMATION 




S564 



S565 



CHANGE USE PERMISSION 
INFORMATION OF CONTENTS RLE 
USE INFORMATION, AND EXECUTE 
OPERATING PROGRAM THAT USES 
CONTENTS IN CONTENTS RLE 



^ 

UNFAIR ACT PROCESS 



( END ) 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 57 OF 96 



o 
o 



CO 
ZD 

a 

Ll 
CO 

I- 

LU 



o 
o 




10 III 

3 a! 

LLi lu 

O CO 



LU 
I 

c 

CO 

l- 
z 

LU 



O 

o 

O CM 

z o 
O --p 

I— o 

< .2 
2\ 

O 



O 

o 
o 




OBLON, SP1VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, ct al. 
SHEET 58 OF_96_ 




OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 59 OF 96 



CO 
O 
CO 

CO 



■X 



oo 
CD 



o 

CD 
CO 



a 



& 

LU 
CL 

o 

Q 
< 

£ 

O 
O 

cr 
a. 

O 



LU 
CL 

o 

UJ 

I- 

LU 
—I 
LU 
Q 



< >■ 
> UJ 

o a 

EE Z 

a < 



Sols 

IPs 

< 5 I— < 

y- 9 a. z: 
go <2 z > 

a .oS 

O LLj O O 

q: — 1 dc z 

Q. EH Q. LU 




OBLON, SPIVAK, ET AL 
DOCKET U: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 60 OF 96 



FIG.82 



-APPLICATION PROVIDER- 



( START ) 



PRODUCE OPERATING PROGRAM, 
OPERATING PROGRAM USE INFORMATION, 
CONTENTS RLE AND CONTENTS FILE 
USE INFORMATION 



I 



-S611 



PRODUCE ELECTRONIC DOCUMENT FILE 
FROM OPERATING PROGRAM, OPERATING 
PROGRAM USE INFORMATION, 
CONTENTS RLE AND CONTENTS RLE 
USE INFORMATION 



:=3— : 

( END ) 



-S612 



DISTRIBUTE PRODUCED ELECTRONIC 
DOCUMENT FILE TO DOCUMENT PRODUCER 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 61 OF 96 



FIG.83 



ACQUIRE ELECTRONIC DOCUMENT 
FROM APPLICATION PROVIDER 

DOCUMENT PRODUCER 

( START ~) 
j ^S6 21 

DESCRIBE DOCUMENT CONTENTS 
TO BE TRANSMITTED TO DOCUMENT 
ACCESSER IN CONTENTS RLE 
BE USING OPERATING PROGRAM 
IN ELECTRONIC DOCUMENT FILE 



i ^S622 

IF NECESSARY, 
DESCRIBE INFORMATION REGARDING 
USE LIMITATION WITH RESPECT TO 

CONTENTS IN CONTENTS RLE IN 
CONTENTS RLE USE INFORMATION 




YES 



NO 



S624 



DISTRIBUTE ELECTRONIC 
DOCUMENT FILE TO 
DOCUMENT ACCESSER 



^2 



S625 



RETURN ELECTRONIC DOCUMENT 
RLE TO APPLICATION PROVIDER 



C 



2 



END 



4 



DISTRIBUTE ELECTRONIC DOCUMENT RLE 
TO APPLICATION PROVIDER OR DOCUMENT ACCESSER 



OBLON, SPIVAK, ET AL 
DOCKETS 246897US2 
IN V: Akira SUZUKI, et al. 
SHEET 62 O F 96 



FIG.84 



ACQUIRE ELECTRONIC DOCUMENT RLE 
FROM DOCUMENT PRODUCER 



\7 



-APPLICATION PROVIDER- 
( START ) 



DELETE OPERATING PROGRAM AND 
OPERATING PROGRAM USE INFORMATION 
IN ELECTRONIC DOCUMENT RLE 



I 



PRODUCE PRIVATE KEY AND PUBLIC KEY 



PRODUCE OPERATING PROGRAM AND 
OPERATING PROGRAM USE INFORMATION, 
AND ENCRYPT WITH PRIVATE KEY 



I 



PRODUCE OPERATING PROGRAM FILE, 
AND SAVE PUBLIC KEY INFORMATION 



I 



INSERT ENCRYPTED OPERATING 
PROGRAM AND OPERATING PROGRAM 
USE INFORMATION INTO 
ELECTRONIC DOCUMENT RLE 



( END ) 



-S631 



-S632 



-S633 



-S634 



-S635 



4 



RETURN PRODUCED ELECTRONIC 
DOCUMENT FILE TO DOCUMENT PRODUCER 



OBLON, SPI VAK, ET AL 
DOCKET U: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 63 O F 96 

FIG.85 



ACQUIRE ELECTRONIC DOCUMENT RLE 
FROM APPLICATION PROVIDER 



0- 



-DOCUMENT PRODUCER- 



( START ) 



DISTRIBUTE THE ELECTRONIC DOCUMENT 
RLE TO DOCUMENT ACCESSER TO SEND 

DOCUMENT CONTENTS DESCRIBED IN 
CONTENTS FILE TO BE TRANSMITTED TO 
DOCUMENT ACCESSER 



( END ) 



-S641 



DISTRIBUTE ELECTRONIC DOCUMENT RLE 
TO DOCUMENT ACCESSER 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
1NV: Akira SUZUKI, et al. 
SHEET 64 OF 96 




OBLON, SP1VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 65 OF 96 



FIG.87 



ENCAPSULATED DOCUMENT RLE 



SENDING LOCATION INFORMATION 
URL— ►http:/ /www.AAA.com/doc-system/ 

USE INFORMATION 

ENCAPSULATED DOCUMENT IP->302-1 405-7849230 
STORAGE AREA OF CONTENTS INFORMATION 



-\-502 



^503 



.504 



OPERATING PROGRAM 



USE INFORMATION TRANSMITTING PROGRAM 



^L-505 



-506 



ELECTRONIC DOCUMENT APPLICATION PROGRAM 

i : 1 

ICONTENTS INFORMATION PRODUCING PROGRAM k 



CONTENTS INFORMATION DISPLAY PROGRAM 



rfU-507 

-508 
-509 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 66 O F 96 



FIG.88 

510 

ENCAPSULATED DOCUMENT RLE 

PROVIDER DOCUMENT PRODUCER 




DOCUMENT ACCESSER 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et at. 
SHEET 67 O F 96 



FIG.89 



-DOCUMENT PRODUCER- 



( START J 



PRODUCE REQUEST INFORMATION 
OF ENCAPSULATED DOCUMENT FILE 



SEND REQUEST INFORMATION 
TO ENCAPSULATED DOCUMENT 
RLE PROVIDER 



'S701 



S702 



( END 



TO ENCAPSULATED 
DOCUMENT RLE PROVIDER 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 68 OF 96 



FIG.90 

\ DOCUMENT PRODUCER \ 

l_ _ I 

J- 



ENCAPSULATED DOCUMENT RLE 



PROVIDER 






( START ) 
i 








RECEIVE REQUEST INFORMATION 
OF DOCUMENT PROVIDER 




v_^S71 1 


i 








PRODUCE ELECTRONIC DOCUMENT 
APPLICATION PROGRAM BASED ON 
RECEIVED REQUEST INFORMATION 




^S712 


1 








SET SENDING LOCATION INFORMATION 
OF ENCAPSULATED DOCUMENT FILE 




^S713 










SET USE INFORMATION OF 
ENCAPSULATED DOCUMENT RLE 




wS714 










ACQUIRE STORAGE AREA OF CONTENTS 
INFORMATION, IF NECESSARY 




^S715 


i 








PRODUCE USE INFORMATION 
TRANSMITTING PROGRAM BASED ON 
SENDING LOCATION INFORMATION 
AND USE INFORMATION 




^S716 


I 








ENCAPSULATE SENDING LOCATION 
INFORMATION. USE INFORMATION. 
USE INFORMATION TRANSMITTING 
PROGRAM AND ELECTRONIC 

DOCUMENT APPLICATION PROGRAM 




^S717 


I 








PROVIDE PRODUCED 
ENCAPSULATED DOCUMENT RLE 
TO DOCUMENT PRODUCER 




^S718 


1 

C END ) 







fi. 

! TO DOCUMENT PRODUCER ! 

• . . i 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 69 OF 96 



FIG.91 



ENCAPSULATED 
DOCUMENT RLE PROVIDER 



-DOCUMENT PRODUCER- 



( START ) 

T 



RECEIVE ENCAPSULATED DOCUMENT RLE 



PRODUCE CONTENTS INFORMATION 
USING ELECTRONIC DOCUMENT 
APPLICATION PROGRAM 
IN ENCAPSULATED DOCUMENT RLE 



I 



SAVE PRODUCED CONTENTS 
INFORMATION IN STORAGE AREA OFF 
CONTENTS INFORMATION IN 
ENCAPSULATED DOCUMENT RLE 



I 



AUTOMATICALLY SEND USE INFORMATION 

BY USE INFORMATION TRANSMITTING 
PROGRAM IN ENCAPSULATED DOCUMENT 
FILE WHEN SAVING CONTENTS 
INFORMATION 



I 



DISTRIBUTE ENCAPSULATED 
DOCUMENT RLE IN WHICH 
CONTENTS INFORMATION IS SAVED 



( END ) 



OBLON, SPIVAK, ET AL 
DOCKET U: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 70 OF 96 



FIG.92 



DOCUMENT PRODUCER 



DOCUMENT ACCESSER- 

( START ) 
I 



RECEIVE ENCAPSULATED DOCUMENT FILE 



I 



ACCESS CONTENTS INFORMATION 
USING ELECTRONIC DOCUMENT 

APPLICATION PROGRAM IN 
ENCAPSULATED DOCUMENT FILE 



-S731 



S732 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 71 OF 96 



FIG.93 



DOCUMENT PRODUCER - ! 
! (USER OF ENCAPSULATED ! 
!_ Dp_CU MENJ_FILE)_ ______! 

SEND REQUEST INFORMATION 



RECEIVE CHARGE 
INFORMATION OF USE FEE 

I 

SEND USE FEE 



RECEIVE ENCAPSULATED 
DOCUMENT RLE 

I 

PRODUCE 
CONTENTS INFORMATION 



AUTOMATICALLY 
SEND USE INFORMATION 
ACCORDING TO SENDING LOCATION 
INFORMATION WHEN SAVING - 
CONTENTS INFORMATION IN 
ENCAPSULATED DOCUMENT RLE 



DISTRIBUTE ENCAPSULATED 

DOCUMENT HAVING 
CONTENTS INFORMATION TO 
DOCUMENT ACCESSER 



! ENCAPSULATED ! 

! DOCUMENT RLE PROVIDER ! 

RECEIVE REQUEST INFORMATION 

COMPUTE USE FEE OF 
ENCAPSULATED DOCUMENT RLE 
(ELECTRONIC DOCUMENT 
APPLICATION DOCUMENT) 

I 

SEND CHARGE 
INFORMATION OF USE FEE 

RECEIVE USE FEE 

PRODUCE ENCAPSULATED 
DOCUMENT RLE 

SEND ENCAPSULATED 
DOCUMENT RLE 



RECEIVE USE INFORMATION 

VERIFY ACCORDING TO 
USE INFORMATION 

I 

TAKE COUNTER ACTION 
SUCH AS SENDING CHARGE 
INFORMATION OF ADDITIONAL 

USE FEE IF THERE IS FOUND 
UNFAIR USE OF ENCAPSULATED 
DOCUMENT 

END IF NO UNFAIR USE IS FOUND 



OBLON, SPI VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, ct al. 
SHEET 72 OF 96 



FIG.94 



DOCUMENT PRODUCER 
(USER OF ENCAPSULATED 
.DOCUMENT RLE)_ 

SEND REQUEST INFORMATION 



RECEIVE ENCAPSULATED 
DOCUMENT FILE 

I 

PRODUCE 
CONTENTS INFORMATION 

I 

SAVE CONTENTS INFORMATION 

4- 

SEND USE INFORMATION 

RECEIVE CHARGE INFORMATION 
OF USE FEE 

SEND USE FEE 

RECEIVE 
PERMISSION INFORMATION 

FOR SAVING 
CONTENTS INFORMATION 



SAVE CONTENTS INFORMATION 
IN ENCAPSULATED 
DOCUMENT RLE 



ENCAPSULATED 
DOCUMENT RLE PROVIDER 



RECEIVE REQUEST INFORMATION 

PRODUCE ENCAPSULATED 
DOCUMENT RLE 

PROVIDE ENCAPSULATED 
DOCUMENT RLE 



RECEIVE USE INFORMATION 

SEND CHARGE INFORMATION 
OF USE FEE 

RECEIVE USE FEE 



SEND PERMISSION 
INFORMATION FOR SAVING 
CONTENTS INFORMATION 



DISTRIBUTE ENCAPSULATED 

DOCUMENT HAVING 
CONTENTS INFORMATION TO 
DOCUMENT ACCESSER 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET _73__ OF_96_ 



FIG.95 



<USE INFORMATION 
<ID NUMBER OF ENCAPSULATED DOCUMENT ID="302-1 405-7849230"/> 
<LOG INFORMATION OF DOCUMENT PRODUCER NAME=TARO RICOH> 
ID="001 -0001 0000001" 

LOCATION INFORMATION="wvw.writer.np.jp/taro-1/" 
SYSTEM NUMBER="794-1 192-1 048732'7> 
<CONTENTS INFORMATION USE LIMIT NUMBER="3" 
FEATURE AMOUNT:1 ="8KBDi/setasetutwetsptaett/qc" 
INFORMATION AMOUNT:1="64MB" 
PRODUCE DATE: 1 ="2003.01. 12" 

FEATURE AMOUNT:2="7588i/thuisheuthaihgerettt/pf" 
INFORMATION AMOUNT:2="128MB" 
PRODUCE DATE:2="2003.01.15" 
FEATURE AMOUNT:3="— ■••■••" 

INFORMATION AMOUNT:3="-- " 

PRODUCE DATE:3=" "/> 

TRANSMISSION HISTORY NUMBER OF TRANSMISSIONS" 
LOCATION INFORMATION="www.ricoh.co.j p/location1/" 
TRANSMISSION DATE="2003.01 .1 5"/> 

<OPERATING PROGRAM> 
<USE INFORMATION TRANSMISSION PROGRAM ID="001-01" 

LOCATION INF0RMATI0N="www.ricoh.co.jp/program1/'7> 
<CONTENTS INFORMATION SAVE PROGRAM ID="002-01" 
SAVE PERMISSION INFORMATION="false" 
LOCATION INFORMATION="www.ricoh.co. j p/program2/'7> 
<ELECTRONIC DOCUMENT APPLICATION PROGRAM> 
<CONTENTS INFORMATION PRODUCE PROGRAM ID="01 1-01 " 

LOCATION INFORMATION="vmw.ricoh.co. j p/program1 1 /"/> 
<CONTENTS INFORMATION PRODUCE PROGRAM ID="012-01" 
LOCATION INFORMATION="www.ricoh.co. j p/program1 2/"/> 
</ELECTRONIC DOCUMENT APPUCATION PROGRAM> 
<OPE RATING PROGRAM> 
</USE INFORMATION> 



OBLON, SP1VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 74 OF 96 



FIG.96 



( START ) 

r 



S741 



RECEIVE USE INFORMATION SENT 
BY USE INFORMATION 
TRANSMITTING PROGRAM 



S742 



ACQUIRE ID NUMBER INFORMATION 
OF ENCAPSULATED DOCUMENT RLE 
IN USE INFORMATION 



S743 



ACQUIRE FEATURE AMOUNT OF 
PREVIOUS CONTENTS INFORMATION 
FROM MEMORY DEVICE OF 
ENCAPSULATED DOCUMENT RLE PROVIDER 
BY USING ID NUMBER INFORMATION 
OF ENCAPSULATED DOCUMENT RLE 



I 



S744 



COMPARE FEATURE AMOUNT OF 
CONTENTS INFORMATION OF 
RECEIVED USE INFORMATION WITH 
FEATURE AMOUNT OF PREVIOUS 
CONTENTS INFORMATION 




YES 



S746 



SAVE FEATURE AMOUNT OF 
CONTENTS INFORMATION IN 
USE INFORMATION IN MEMORY DEVICE 



S747 



UNFAIR ACT PROCESS 



^ 

( END 



OBLON, SPIVAK, ET AL 
DOCKET #:246897US2 
INV: Akira SUZUKI, et al. 
SHEET 75 OF 96 



FIG.97 



ENCAPSULATED DOCUMENT RLE 



"~L/501a 



USE INFORMATION 

ENCAPSULATED DOCUMENT ID^302-1 405-7849230 



n.^503 



STORAGE AREA OF CONTENTS INFORMATION 



OPERATING PROGRAM 



ELECTRONIC DOCUMENT APPLICATION PROGRAM 

■ 1 

! CONTENTS INFORMATION PRODUCING PROGRAM!" 



I 



ENCRYPTED CONTENTS INFORMATION 
DISPLAY PROGRAM 



504 



h_P505a 
-507a 
508 

^J-509a 



OBLON, SPIVAK, ET AL 
DOCKET iV: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 76 O F 96 



FIG.98 

r DOCUMENT PRODUCER \ 

I _ _ I 



ENCAPSULATED DOCUMENT RLE 



PROVIDER 






( START ) 
i 








RECEIVE REQUEST INFORMATION 
OF DOCUMENT PRODUCER 




s_^S751 


i 








PRODUCE ELECTRONIC DOCUMENT j 

APPLICATION PROGRAM 
(CONTENTS INFORMATION PRODUCE 
PROGRAM, CONTENTS INFORMATION 
DISPLAY PROGRAM) BASED ON 
RECEIVED REQUEST INFORMATION 




^S752 


i 








PRODUCE ENCRYPTION KEY 




^S753 










| ENCRYPT CONTENTS INFORMATION 
DISPLAY PROGRAM WITH 
PRODUCED ENCRYPTION KEY 




^S754 










SET USE INFORMATION OF 
ENCAPSULATED DOCUMENT RLE 




^S755 










ACQUIRE STORAGE AREA OF CONTENTS 
INFORMATION IF NECESSARY 




^-S756 










ENCAPSULATE USE INFORMATION AND 
ELECTRONIC DOCUMENT APPLICATION 
PROGRAM (CONTENTS INFORMATION 
PRODUCE PROGRAM. ENCRYPTED 
CONTENTS INFORMATION DISPLAY PROGRAM 
INTO ENCAPSULATED DOCUMENT RLE 


) 


wS757 










j PROVIDE PRODUCED 

ENCAPSULATED DOCUMENT RLE 
1 TO DOCUMENT PRODUCER 




wS758 


I 

( END ) 







_ 5. 

! TO DOCUMENT PRODUCER ! 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, ct al. 
SHEET _77_OF96__ 



FIG.99 



ENCAPSULATED 
DOCUMENT RLE PROVIDER 



-DOCUMENT PRODUCER- 
C START ) 

T 



RECEIVE ENCAPSULATED DOCUMENT RLE 



I 



PRODUCE CONTENTS INFORMATION 
BY USING ELECTRONIC DOCUMENT 

APPLICATION PROGRAM IN 
ENCAPSULATED DOCUMENT RLE 



I 



SAVE PRODUCED CONTENTS 
INFORMATION IN STORAGE AREA OF 
CONTENTS INFORMATION IN 
ENCAPSULATED DOCUMENT RLE 



T 



SEND ENCAPSULATED DOCUMENT RLE 
TO DEVICE OWNED BY ENCAPSULATED 
DOCUMENT RLE PROVIDER WHEN 
CHECKING DISPLAY STATUS OF PRODUCED 
CONTENTS INFORMATION 



SEND ENCAPSULATED DOCUMENT RLE 
HAVING CONTENTS INFORMATION TO 
DOCUMENT PRODUCER 



( END ) 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, ct al. 
SHEET 78 OF 96 



FIG.100 



( START ) 

START CONTENTS INFORMATION 
DISPLAY PROGRAM 



y _ ^S772 

PERFORM FEATURE AMOUNT 
DETERMINING FUNCTION 



y _ ^773 

COMPUTE FEATURE AMOUNT OF 

CONTENTS INFORMATION IN 
ENCAPSULATED DOCUMENT RLE 



_i ^xS774 

ACQUIRE PUBUC KEY INFORMATION 
OF ENCAPSULATED DOCUMENT 
RLE PROVIDER 



DECRYPT ENCRYPTED FEATURE AMOUNT 
INFORMATION IN USE INFORMATION 



i ^S776 

COMPARE DECRYPTED FEATURE AMOUNT 
INFORMATION WITH COMPUTED 
FEATURE AMOUNT INFORMATION 




DISPLAY CONTENTS 
INFORMATION IN 
ENCAPSULATED DOCUMENT 
FILE BY EXECUTING 
CONTENTS INFORMATION 
DISPLAY PROGRAM 



INTERRUPT EXECUTION OF 
CONTENTS INFORMATION 

DISPLAY PROGRAM 
SO AS NOT TO DISPLAY 
CONTENTS INFORMATION 



* 

( END 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 79 OF 96 



FIG.101 



ENCAPSULATED DOCUMENT RLE 



^^601 



SENDING LOCATION INFORMATION 
URL— ►http://vwwricoh.com/doc-system/ 



CONTENTS INFORMATION 



OPERATING PROGRAM 



OPERATION PROCESSING PROGRAM 



LIMITATION CANCELLATION PROGRAM 



^ -604 



OBLON, SPIVAK, ETAL 
DOCKET Ui 246897US2 
INV: Akira SUZUKI, et ah 
SHEET 80 O F 96 



FIG. 102 



ENCAPSULATED DOCUMENT RLE 



SENDING LOCATION INFORMATION 
URL— ►http://wvw.ricoh.com/doc-system/ 



ENCRYPTED CONTENTS INFORMATION 



DECRYPTION KEY REQUEST INFORMATION ^10A 



OPERATING PROGRAM 



DECRYPTION KEY REQUEST PROGRAM 



DECRYPTION KEY RECEPTION PROGRAM 



DECRYPTION PROGRAM 



ELECTRONIC DOCUMENT APPLICATION PROGRAM 



CONTENTS INFORMATION DISPLAY PROGRAM 



ICONTENTS INFORMATION PRODUCING PROGRAM}-' 



rU-705 
-706 

-707 

-708 

-709 
-710 

-711 



OBLON, SPI VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 81 OF 96 



FIG.103 

720 

ENCAPSULATED DOCUMENT RLE 

PROVIDER DOCUMENT PRODUCER 




DOCUMENT ACCESSER 



OBLON, SP1VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, ct al. 
SHEET 82 OF 96 



FIG.104 



-DOCUMENT PRODUCER- 



C START ) 

T 



PRODUCE REQUEST INFORMATION 
OF ENCAPSULATED DOCUMENT RLE 



SEND REQUEST INFORMATION 
TO ENCAPSULATED DOCUMENT 
RLE PROVIDER 



-S811 



-S812 



; — i — : 

( END ) 



■0- 



TO ENCAPSULATED 
DOCUMENT RLE PROVIDER 



OBLON, SPI VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 83 OF 96 



FIG. 105 



DOCUMENT PRODUCER 



-0- 



ENCAPSULATED DOCUMENT RLE 
PROVIDER 



c 



START 



3 



RECEIVE REQUEST INFORMATION 
OF DOCUMENT PRODUCER 



PRODUCE ELECTRONIC DOCUMENT 
APPLICATION PROGRAM BASED ON 
RECEIVED REQUEST INFORMATION 



T 



SET SENDING LOCATION INFORMATION OFt 
ENCAPSULATED DOCUMENT RLE 



ENCAPSULATE SENDING LOCATION 

INFORMATION AND ELECTRONIC 
DOCUMENT APPLICATION PROGRAM 
INTO ENCAPSULATED DOCUMENT RLE 



-S821 



-S822 



-S823 



-S824 



PROVIDE PRODUCED 
ENCAPSULATED DOCUMENT RLE 
TO DOCUMENT PRODUCER 



C END 



S825 



•0- 



TO DOCUMENT PRODUCER 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 84 OF 96 



FIG. 106 



ENCAPSULATED 
DOCUMENT RLE PROVIDER 



-DOCUMENT PRODUCER- 



( START ) 
1 



RECEIVE ENCAPSULATED DOCUMENT RLE 



S831 



PRODUCE, EDIT OR ADD CONTENTS 
INFORMATION BY USING ELECTRONIC 
DOCUMENT APPLICATION PROGRAM IN 
ENCAPSULATED DOCUMENT RLE, 
AND SAVE CONTENTS INFORMATION 
IN STORAGE AREA 



-S832 



SEND ENCAPSULATED DOCUMENT FILE 
IN WHICH CONTENTS INFORMATION IS 
SAVED TO ENCAPSULATED 
DOCUMENT RLE PROVIDER 



S833 



( END ) 



TO ENCAPSULATED 
DOCUMENT FILE PROVIDER 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 85_OFJ6__ 



FIG. 107 

I DOCUMENT PRODUCER ! 



ENCAPSULATED DOCUMENT FILE 



PROVIDER 






C START Y 
i 








RECEIVE ENCAPSULATED DOCUMENT RLE 
IN WHICH CONTENTS INFORMATION 
IS SAVED 




^S841 


I 








PRODUCE ENCRYPTION KEY 
INFORMATION FOR ENCRYPTING 

CONTENTS INFORMATION IN 
ENCAPSULATED DOCUMENT FILE ! 




^S842 


I 








ENCRYPT CONTENTS INFORMATION IN 
ENCAPSULATED DOCUMENT RLE WITH 
PRODUCED ENCRYPTION KEY INFORMATION 




^S843 


I 








PRODUCE DECRYPTION KEY 
REQUEST PROGRAM 




^S844 


i 








PRODUCE DECRYPTION KEY 
RECEIVING PROGRAM 




^-S845 


V 






! PRODUCE DECRYPTION PROGRAM 




^S846 


1 








ADD DECRYPTION KEY REQUEST PROGRAM, 
DECRYPTION KEY RECEIVING PROGRAM 
AND DECRYPTION PROGRAM TO 
ENCAPSULATED DOCUMENT FILE 




v_^S847 


I 








RETURN ENCAPSULATED DOCUMENT FILE 
TO DOCUMENT PRODUCER 




^S848 


C END J 







.....fl 

■ TO DOCUMENT PRODUCER ! 

L_ l 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 86 O F 96 



FIG.108 



ENCAPSULATED 
DOCUMENT FILE PROVIDER 



-DOCUMENT PRODUCER- 



(■ START ) 



RECEIVE ENCAPSULATED DOCUMENT RLE 



DISTRIBUTE ENCAPSULATED DOCUMENT 
RLE TO DOCUMENT ACCESSER 
TO WHOM CONTENTS INFORMATION 
IS TO BE DISTRIBUTED 



Q END ) 



-S851 



-S852 



r - 
i 



TO DOCUMENT ACCESSER 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 87 OF 96 



FIG.109 



DOCUMENT PRODUCER 



■0- 



-DOCUMENT ACCESSER- 



c 



START 



J 



RECEIVE ENCAPSULATED DOCUMENT RLE 



S861 



SEND DECRYPTION KEY REQUEST 
INFORMATION BY USING DECRYPTION 
KEY REQUEST PROGRAM IN 
ENCAPSULATED DOCUMENT FILE 



( END ) 



-S862 



TO ENCAPSULATED 
DOCUMENT RLE PROVIDER 



OBLON.SPIVAK, ET AL 
DOCKET*: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 88 O F 96 



FIG.110 

DOCUMENT ACCESSER 



ENCAPSULATED DOCUMENT FILE 



PROVIDER 




C START ) 
i 






RECEIVE DECRYPTION KEY 
REQUEST INFORMATION 




— S871 


I 






ACQUIRE LOG INFORMATION OF DOCUMENT 
ACCESSER FROM DECRYPTION KEY 
INFORMATION, IF NEEDED 




^S872 


I 






PRODUCE DECRYPTION KEY 
INFORMATION FOR DECRYPTING 
ENCRYPTED CONTENTS INFORMATION 
IN ENCAPSULATED DOCUMENT RLE 




^S873 


i 






RETURN DECRYPTION KEY INFORMATION 
TO DOCUMENT ACCESSER 




^S874 


Q END ^ 





£ 

] TO DOCUMENT ACCESSER 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 89 OF 96 



FIG.1 1 1 



ENCAPSULATED 
DOCUMENT RLE PROVIDER 



4 



-DOCUMENT ACCESSER- 
( START ) 



RECEIVE DECRYPTION KEY INFORMATION 



I 



DECRYPT ENCRYPTED CONTENTS 
INFORMATION IN ENCAPSULATED 
DOCUMENT FILE WITH RECEIVED 
DECRYPTION KEY INFORMATION 

I 

ACCESS DECRYPTED CONTENTS 
INFORMATION BY USING CONTENTS 
INFORMATION DISPLAY PROGRAM IN 

ENCAPSULATED DOCUMENT RLE 



( END 



OBLON,SP!VAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET _90_ OF 96__ 



CO 
CO 
LU 

o 

8 



3 
O 
O 
Q 




LU 



CO 



LU 
CO 



o 

g 

ce 
o 



o z 



o 

UJ z 

g- 

o 

LU 

cc 



CO 



O 
o 

CL 

o 



o 

g 

cr 
o 
u. 
z 

CO 

*z 

LU 



O 
O 

CO 
CO 
LU 
O 

o 
< 



" J QC! 
-Jul'. 

Of 



O! 

o! 

Q' 



o 



a 

LU 



IT 
O 



5a 

00 El 
^ CL . 



CO-^ 
LU 

O 

LU 

a: 

UJ 

> 

UJ 

O 



LU- 
LU O 

go 

O 
LT 
CL 



00 E 

< z 

UJ 

Si 

LU O 
SO 

>Q 

o 

cr 

CL 



o 

cr 
o 



Q 

UJ 



O LU- 
Z2 
LU 3 
LU O 

>o 
u3 o 
o 

LU 

cr 



£ 5l 



CO 



O 

o 

H 
CL 

a 

LU 



O LU 

zs 

UJ Z> 
Z° 

1- 



* o 

ss 

PS 
CL 0C 

>- o 
cr u_ 
o z 

Si= 

LUE 

LU O 
O LU 
LU DC 
CC 



o 

s 

2^ 

— UJ 

"UJ w 

0=) 

<o 
o 

Q 
Z 

LU 
CO 



LU >- 
LU UJ 



LU 

UJ UJ 

u_ CO 

UJ => 

CO U_ 

"J 1- 

> g 

r 9 9~ 



o 0 

^2 



UJ LU 
CO CO 



CC 

LU 

o 

3 
Q 
O 
CT 
CL 



3 
O 

o 
a 



o 

LT 
O 
Ll 



CO 
LU 

O 
LU 
LT 

a 
z 

LU 
00 



O 

g 

cc 



Q 
LU 



CO 1 

CL h" 

< z 

O LU- 
LU 3 
LU O 

>o 

Lu Q 
O 

LU 
DC 



CO 
h- 
►Z ' 
LU 
I- 
Z 

o 
o 

LU 

o 

3 

a 
o 
cr 



LU 



co h= 
cl z 

< LU 
OS 
Z 3 
LU O 

QO 

zQ 

LU 

CO 



Q 
UJ 

<5lu 

O LU-^ 



i 3 

CO pd 

CL LL 

<l- 
02 



LU O 

>o 

UJ Q 

O 
LU 

cr 



3 o 
CD Q 

cr 

H 

CO 

S 



LU 



LU 
CO 



DC 

< 

CL 
LU 
> 
UJ 

0 

LU 

cr 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 91 O F 96 



FIG.113 

C START "*) 

| ^xS891 



RECEIVE ENCAPSULATED DOCUMENT RLE 



| ^5892 



SELECT AND EXECUTE 
ENCAPSULATED DOCUMENT RLE 



| xvXS893 



READ REQUEST INFORMATION 
OF DECRYPTION KEY _ 

_,S894 

ENCRYPTED^ 
STATE OF CONTENTS 
INFORMATION^, 

r YES ^S896 

DISPLAY USE FEE CHARGE SCREEN 
OF CONTENTS INFORMATION 

^J897 

NO 




S898 



SEND ENCRYPTED KEY REQUEST 
INFORMATION AND LOG INFORMATION 
BY USING DECRYPTION KEY REQUEST 

PROGRAM IN ENCAPSULATED 
DOCUMENT FILE 



^^S899 



RECEIVE DECRYPTION KEY INFORMATION 

| ^S900 



DECRYPT ENCRYPTED CONTENTS 
INFORMATION IN ENCAPSULATED 
DOCUMENT RLE WITH RECEIVED 
DECRYPTION KEY INFORMATION 



S895\^ 



ACCESS DECRYPTED CONTENTS 
INFORMATION BY USING CONTENTS 
INFORMATION DISPLAY PROGRAM 
IN ENCAPSULATED DOCUMENT RLE 



( END ) 



OBLON, SPIVAK, ETAL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 92 OF9fi_ 



FIG.114 



USE FEE CHARGE INFORMATION DIALOG 



USE FEE OF THIS CONTENTS INFORMATION IS ??? 
DO YOU PAY? 



USER ID: 



PASSWORD: [ 



OBLON, SPIVAK, ETAL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 93 OFQfi 



FIG.115 



ENCAPSULATED DOCUMENT RLE 



n^701a 



SENDING LOCATION INFORMATION 

URL—*http://www.ricoh.com/doc-system/ 



ENCRYPTED CONTENTS INFORMATION 



n^703 



DECRYPTION KEY PRODUCING INFORMATION 
REQUEST INFORMATION 



-\/704a 



OPERATING PROGRAM 



DECRYPTION KEY PRODUCING INFORMATION 
REQUEST PROGRAM 



DECRYPTION KEY PRODUCING INFORMATION 
RECEPTION PROGRAM 



DECRYPTION KEY PRODUCING PROGRAM 



DECRYPTION PROGRAM 



ENCRYPTION PROGRAM 



ELECTRONIC DOCUMENT APPLICATION PROGRAM 



CONTENTS INFORMATION DISPLAY PROGRAM 



! CONTENTS INFORMATION PRODUCING PROGRAM!-' 



-706a 

-707a 

-708a 

-708 

-708b 

-709 
-710 

-711 



. l 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
1NV: Akira SUZUKI, ct al. 
SHEET 94 OF 96 



FIG.116 



( START ) 



^/S911 



RECEIVE ENCAPSULATED DOCUMENT FILE 



SELECT AND EXECUTE 
ENCAPSULATED DOCUMENT RLE 



^XS9 



READ REQUEST INFORMATION OF 
DECRYPTION KEY PRODUCING INFORMATION 



>914 



DECRYPTED 
STATUS OF CONTENTS 
^INFORMATIONS 

CYES 



^1 



S916 



DISPLAY USE FEE CHARGE SCREEN 
OF CONTENTS INFORMATION 




917 



^/S918 



SEND REQUEST INFORMATION OF 
DECRYPTION KEY PRODUCING INFORMATION 
AND LOG INFORMATION BY USING 
DECRYPTION KEY PRODUCING 
INFORMATION REQUEST PROGRAM IN 
ENCAPS ULATED DOCUMENT FILE 



✓v^S919 



RECEIVE DECRYPTION KEY 
PRODUCING INFORMATION 

I 



^/S920 



PRODUCE DECRYPTION KEY INFORMATION 
FROM LOG INFORMATION OF 
DOCUMENT ACCESSER AND RECEIVED 
DECRYPTION KEY PRODUCING INFORMATION 

BY USING DECRYPTION KEY PRODUCING 
PROGRAM IN ENCAPSULATED DOCUMENT RLE 



^S921 



DECRYPT ENCRYPTED CONTENTS INFORMATION 

IN ENCAPSULATED DOCUMENT RLE 
WITH RECEIVED DECRYPTION KEY INFORMATION 



ACCESS DECRYPTED CONTENTS 
INFORMATION BY USING CONTENTS 
INFORMATION DISPLAY PROGRAM 
IN ENCAPSULATED DOCUMENT FILE 



^S915 



ACCESS CONTENTS INFORMATION 
BY USING CONTENTS INFORMATION 
DISPLAY PROGRAM IN 
ENCAPSULATED DOCUMENT RLE 



ss/ S923 



ENCRYPT AGAIN DECRYPTED 
CONTENTS INFORMATION BY 
USING ENCRYPTION PROGRAM IN 
ENCAPSULATED DOCUMENT RLE 



( END ~") 



OBLON, SPIVAK, ET AL 
DOCKET #: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 95 OF 96 



II 



II 



Ll_ 


cc 


O 


SE 


z 


CO 


MATIO 


LU 


ACC 


cc 


i— 


o 




u_ 


LU 










o 


o 


o 


o 


_l 


Q 



OBLON, SPI VAK, ET AL 
DOCKET U: 246897US2 
INV: Akira SUZUKI, et al. 
SHEET 96 OF 96 



t 




CO 
CO 
LU 

o 

8 



LU 

3 
O 

o 



cr 

LU 
CO 
CO 
LU 
O 

o 
< 



LU 

ZD 
O 

o 

Q 
in 



CO 

I- 
z 

LU 
I- 

z 
o 
o 





